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Navy Data Center Consolidation

DEPARTMENT OF THE NAVY

* Multiple independent data centers grew
up organically to support the warfighter.
— Lack of configuration management, difficult to

protect, inefficient operations, redundant
legacy applications.

* Federal Data Center Consolidation
Initiative (FDCCI) - consolidate data
centers, enhance security and realize
savings. PE':'&E'E DCC Landscape as of Jan 2015

 DCAO mission objectives: -

— Consolidate 118 Navy legacy data centers _ {
comprising 10,822 servers into 20 or less - . ; i
enterprise hosting sites by FY19 - y

— Host Navy retained systems/applications in safe, 8 ’

secure, and efficient enterprise hosting sites.
226 Data Centers Geographically Dispersed
| (CONUS & Hi) |
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FY19 End State:
Navy App Hosting Sites

NMCI DC Bremerton
NEDC Bremerton @

Navy leadership direction:

20 or fewer system/application hosting sites

DISA Cloud DC| ()

[ NMCI DC Port Hueneme |( )

Nmcipc soNi | ()

[ NMCI DC Pearl Harbor | ()

Disa pEcc |

@ [ NMCI DC Mechanicsburg]

(nmci oc wNy)()()[ NMCI DC PAX River |

O NEDRC Kansas City Q NMCI DC Norfolk
MCIT DC

Application Hosting
Q Facility (AHF)

Tulsa ‘ NEDC Charleston

(")[ Nme1 DC Jacksonville |

'Y eoc o
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000000000 @ TOTAL

DoD CDCs

Commercial Sites

NEDCs

MC IT DC

NMCI IPNs NEDRC KC

20

Locations Tentative

Locations TBD
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FY16 Current State:
Navy App Hosting Sites

NEDC Bremerton @

osaosec )

[NDC Port Hueneme]@

NEDC San Diego ’

NN eorc arsas iy
Application Hosting —
Facility (AHF) Q Q NDC Millington

Tulsa

’ NEDC NOLA

Enterprise Hosting Provided to 220 Systems/Applications

Leveraging Six of Ten Hosting Sites (Four Pending)
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= Currently executing tiered contract strategy (Tier1, Tier2-4A, Tier4B)

= Targeting NGEN Recompete contract to provide Enterprise
System/Application Hosting services

End to End Integration

Tier 1 Tier 2 Tier 3 | Tier 4A 1M Tier 4B m
Application '

Eval . Business Commercial
va léatlon Process > Modernize > Virtualize > Migrate TR
Rationalization if "¢-éngineering !
< | NGEN Recompete
4 X p- [

Each Application Evaluated Independently & Enters Process Appropriately

Data Center Consolidation Process Follows These Steps
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Cloud is a key component of achieving our Mission:

A single integrated ashore IT infrastructure, leveraging Navy Data Centers and commercial cloud services, with
unified command and control for operation and maneuver of the network

NMCI

(ONE-Net)
e Internet
Other Govt
DC
DON DC
(incl. MCITKC)
N

Vendor |~ Potential Cloud N o
A Service Providers
Vendor Vendor
IAP: Internet Access Point B Vendor ] Vendor ] Vendor ] F
C D E )

CAP: Cloud Access Point
JRSS: Joint Regional Security Stacks

----- : Future Planned Connection
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= Evaluate all systems to transition to commercial cloud hosting
= Some will need to stay in Navy/Govt Data Centers

= Maximize server, system, and storage virtualization

= Commercial hosting standards for systems to be promulgated by SPAWAR
Tech Authority

= Pilot extensively, learn before enterprise deployment

= Monitor the cloud marketplace — limited vendor pool today, others starting
accreditation

= |ncorporate evolving DoD cloud technical and security guidance and acquisition
policy/law

= Cloud Computing Security Requirements Guide (SRG) guides agencies and
service providers
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Backup
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A Potential for Navy Cloud Adoption

CSRG

. Number of Number
Information

Description Total Navy | Approved
Systems CSPs

Impact
Level

All 632 Navy business
2 P%E;:pizsctmso SECNAV Portal 23 32 syStems-are currently
: ' undergoing a Cloud

Sensitive Systems

4 Examples: FOUO Email w/out SSN or 740 2 SUItabIIIty Assessment by
medical data PEO ElSISPAWAR
NSS Systems (Public or Sensitive) (16 Level 2, 616 Level 4)
5 Examples: NGEN systems; SSN, medical, or 143 0 ’
aggregate info
6 Classified Systems 425 0
Total 1331
Notes:

1) Level 1 was merged with Level 2, and Level 3 merged with Level 4, since initial Cloud SRG release
2) Classified Systems, Level 6, are not cloud candidates at this time (per SRG)
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